





CONTRACT SIGNATURE USING QUANTUM INFORMATION 
 








⊗ Departament of  Teleinformatic Engineering  
Federal University of Ceará - DETI/UFC 
C.P. 6007 – Campus do Pici - 60755-640 Fortaleza-CE Brazil 
+55 85 3366-9587 
  
ABSTRACT 
This paper describes how to perform contract signature in a fair way using quantum information. The protocol 
proposed permits two partners, users of a communication network, to exchange their signatures with non-
repudiation. For this, we assume that there is a trustable arbitrator, responsible for the authentication of the signers 





Contract signature is an important part of security 
information area with many practical applications. 
The main goal is to provide a mechanism in which 
two participants can exchange a sequence of bits, 
representing their signatures, in a fair way, that is, 
one of them will send his/her signature only if 
he/she is sure that will also receive the partner’ 
signature. Hence, a good contract signature protocol 
must guarantee fairness for both signers.  
In this paper, we propose a new protocol in 
which quantum information is used to provide a fair 
contract signature. The protocol proposed is based 
on the quantum teleportation protocol of the XOR 
function between two classical bits and the use of a 
special class of hash functions. This work is 
outlined as follows: Section 2 describes how to 
implement the teleportation of the XOR between 
two classical bits, Section 3 shows the protocol for 
quantum contract signature and, at last, conclusions 
are presented in Section 4. 
 
2 TELEPORTATION OF THE XOR FUNCTION 
BETWEEN TWO CLASSICAL BITS 
 
The quantum teleportation of the XOR function 
between two classical bits was proposed in (Sousa, 
2006) and here we briefly explain it. Firstly, we 
consider that there are three authorized parties of 
the communication, Alice, Bob and Charlie, sharing 
the following maximally entangled tripartite of 
qubit state (obtained by application of a Hadamard 










If we consider ρA, ρB and ρC as the individual 
parts of the total state |ψ〉, the teleportation of the 
XOR function between two classical bits, 
represented by K (belonging to Alice) and R 
(belonging to Bob) can be achieved using the 















In the Fig. 1, M1, M2 and M3 are measurers and  
 
The gate U represents a unitary evolution that acts 










The initial and final states are respectively given by: 
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In the last expression |+〉 and |-〉 are 
simplification of the states (|0〉+|1〉)/21/2 and (|0〉-
|1〉)/21/2, respectively. When the qubits D, E and C 
are measured, by Alice, Bob and Charlie, 
respectively, the values {110, 101, 000, 011}DEC are 
obtained only if qubits K and R are equal. On the 
other hand, if K and R are not equal only the values 
{100, 111, 010, 001}DEC can be obtained by the 
measurement. Hence, the protocol of quantum 
teleportation of the XOR function between two 
classical bits can be described as follows:  
• Alice performs a measurement on the qubit 
D and she sends her result to Charlie using 
one classical bit. 
Fig. 1 - Quantum circuit for teleportation of the XOR 
function between two classical bits. M1-3 are measurers. 
• Bob performs a measurement on the qubit E 
and he sends his result to Charlie using 
another classical bit. 
• Charlie, by its turn, performs a measurement 
in his qubit. Knowing those three classical 
information, Charlie can know if K and R 
are equal or not. Hence, the XOR function 
between the classical bits belonging to 
Alice and Bob is teleported to Charlie. 
 
 
3 CONTRACT SIGNATURE PROTOCOL 
 
The proposed contract signature protocol is strongly 
based on the teleportation protocol discussed in 
Section 2. Alice and Bob are the contractors and 
Charlie is a trustable arbitrator.   
 
3.1 Protocol Description 
 
Firstly, one considers that Alice and Bob have bit 
sequences sa and sb, respectively, corresponding to 
their signatures. The following steps describe the 
proposed contract signature protocol  
 
• Alice and Bob have bit sequences sa and sb 
corresponding to their signatures. 
• Charlie is responsible for the authentication of 
Alice and Bob. Charlie has in his database the 
bit sequences H(sa) and H(sb) where H is a 
hash function properly chosen;  
• Using the scheme of Section 2, it is possible to 
implement a secure quantum protocol that 
permits Charlie to know the XOR function 
between two bits belonging to Alice and Bob, 
without knowing their values. Thus, Alice, 
Bob and Charlie run the teleportation protocol. 
The classical bits used by Alice is her 
signature sa while Bob uses sb. Hence, at final 
Charlie has (sa⊕ sb). 
• Having (sa⊕sb), Charlie uses the hash function 
H in order to verify (with high probability) 
that Alice and Bob have sent their correct 
signatures. For this, the hash function used 
must have the following property: 
H(sa⊕sb)=H(sa)⊕H(sb). 
• If this condition is satisfied, Charlie informs to 
Alice which bits she has to flip in her signature 
in order to transform her signature in Bob’s 
one. Similarly, Charlie informs to Bob which 
bits he has to flip in his signature in order to 




The functionality of this protocol is based on two 
points: the non-local XOR function (Sousa, 2006) 
and the correct choice for the hash function that 
must have the following properties (Stalings, 1999): 
 
• Confiability: The function must have a low 
collision probability, which implies that 
Charlie has high probability to verify the 
authenticity of the signatures sent by Alice 
and Bob. 
• XOR-Comutativity: H(sa⊕sb)=H(sa)⊕H(sb). 
 
It is important to note that some requirements 
are important to the successful of this protocol: the 
communication between the signers (Alice and 
Bob) and Charlie must be guaranteed by some 
authentication protocol in order to avoid someone 




We presented a protocol for fair contract 
signature using teleportation of the XOR function 
between two classical bits and a hash function 
having the XOR-commutative property. The 
implementation requires the use of a tripartite state 
of qubits and classical communications between 
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